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MEDICARE -
COORDINATION
OF BEHNEFITS

Section 111 COB Secure Web Site
Basic Functions

Version 6.0, 3/31,/2013
CMS reserves the right to modify this presentation. To ensure you have the most current version, verify that the

version and date on this page match the version and date on the corresponding page of the PDF currently available on
hitp://www.cms.gov/Medicare/Medicare.html.

Slide notes

Welcome to the Section 111 Coordination of Benefits Secure Web Site (COBSW) Basic Functions course.
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Disclaimer

While all information in this document is believed to
be correct at the time of writing, this CBT is for
educational purposes only and does not constitute
official CMS instructions for the MMSEA Section 111
implementation. All affected entities are responsible
for following the instructions found at the following
link: http://www.cms.gov/MandatorylnsRep.

Slide notes
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Course Overview

» Section 111 COBSW
Login/Logout Procedures &_

» Basic functions available =T
from the Home page :

Slide notes

This course provides an overview on the Section 111 COBSW Login/Logout procedures and some of the basic
functions available to Responsible Reporting Entities (RREs) from the Home page.
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Section 111 COBSW Home Page

* Available at www.Section111.cms.hhs.gov
* Login to application on Home page using Login fields

CATS, Section 111 r@}
e Mandatory Reporting l\'\_/’
About This Site CM5 Links How Ta... Rederence Materials Contact Us

Welcome to the Section 111 COB Secure Web site (CORSW)

This itz prasides avinterface for Rzsponsible Reputing Eriities (RRES) impacied by 112 Medica e Szcondary Payes (W3F

raposting mandated by Saction 111 cfthe Medicaee, Mecicaid zra SCHIP Extenzion Act iMMSEA) of 2007 (P.L 110-173) 10 Ae i
ragister thair arpanizalion with the Centere for Medicare and Mecicaid Serdcas (CWE) This 0BSW site ales paovides RRES are count LDg n
fther sgems wih e ahilty bo submil Gles rewiew the slatus of corrant il submiszionz, collect genersted resaonss Sles, and

ramieey gtatisbeal infarmation relate o fila submiszions Lggr Mamg

¥ Corgod Login 1243
Al (Paplamareatinn nEtnIcing ane Svadable nn CRES dadicated Sacion 111 Weh pane an e tms hie gietvismdaorynesen ’ "
Uietaled msturfnng sra anclinded in aoth e Sechion 117 GHE snd Lahiey esieancs doeleing Sell nzeance), Nodeaull, snd
WOrkers' Compensalion LEor Cuides Hagand

Section 111 Messages 1 “pgct Password 3

GFTTING STARTED
Fuor e oformalion, velsr o How To Gel Stantsd urder U How T reenu aplion.

Mew Registration  mp Account Setup -

Slide notes
The Section 111 COBSW Web site URL is www.Section111.cms.hhs.gov <http://www.section111.cms.hhs.gov/>.

Once you have completed the New Registration and Account Setup steps and obtain a Login ID for the Section
111 COBSW, you may begin using the application.
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Section 111 COBSW Home Page

* RREs will login using Login fields to

— View the RRE Listing page

— Perform an action for the RRE ID
— Change a Password

— Update personal information

* RREs who are unable to login because of a
forgotten Login ID or Password may

— Retrieve their Login ID, or
— Retrieve their Password

Slide notes

In order to perform the following basic functions, RREs must first login to the Section 111 COBSW using the
Login fields displayed on the right side of the Home page:

view the RRE Listing Page (Home page), perform an action for an RRE ID, change a Password or update
personal information. RREs who are unable to login because

they have forgotten their Login ID or Password will use the Section 111 Home page to retrieve this information.

Page 5 of 53



Basic Functions Sunday, March 31, 2013

Slide 6 - of 53

File Edit View History Bookmarks Tools Help

@ o c % W.sectiunlll.cms.hhs.gu-.-i

Slide notes

Enter the following URL into your web browser: www.section111.cms.hhs.gov
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CTS, Section 111
———— Mandatory Reporting

About This Site CMS Links How Tao... Reference Materials Contact Us

Login Warning

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This Web site is maintained by the U S Government and is protected by federal law. Use of this computer system without authonty or in
extess of granted authanty, such as access through use of anather's Login ID andior password, may be in violation of federal law, including
the False Claims Act, the Computer Fraud and Abuse Al and other relevant provisions of fedaral cil and eriminal law. Vialators will be
subject to administrative disciplinary action and civil and criminal penalties including civil monetary penatties,

Far site secunty purposes we employ software programs to monitor and identify unauthorized access, unauthonzed atternpts to
upload or change information, or attempts 1o otherwise cause damage. In the event of authonzed law enforcement investigations, and
pursuant 1o any required legal process, infarmation from these sources may be used to help |den‘t|fy an indwdual and may be used
for admimistratve, cimanal or other adverse action. LOG OFF IMMEDIATELY o you do not agree to the condifions stated i this
Warning,

Privacy Act Statement

The collection of this infarmation is authornized by 42 US.C1395¢b)(T) & (B). Tha inforrnation collectad will be used 10 identify and recovar
pasi mistaken Medicare primary payments and fo prevent Medicara from making mistakes in the future for those Medicare Sacondary Payer

situations thal continue to exst
SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

1 agree to establish and implement proper safeguards against unauthorized use and disclosure of the data exchanged for the purposes of
complying with the Medicare Secondary Payer Mandatory Reporting Provisions in Section 111 of the Medicare, Medicald and SCHIP
Extension Act (MMSEA) of 2007. Proper safequards shall intlude the adoption of policies and procedunes to ensura that the data obtained
shall be used solely in accordance with Section 1106 of the Social Secunty Act (42 US.C § 1308), Section 1874(b) of the Social Security Act
[42 US.C. % 1395k)), Section 1862(0) of the Social Security Act[42 L.S.C.§ 1395y(0)), and the Privacy Act of 1974, as amended [SUSC. &
S52a). The Responsible Reporting Entity (RRE) and its duly authorized agent for this Section 111 reparing, if ary, shall establish appropriate
administrative, tachnical, precadural, and physical safaguards to protect the confidentiality of the data and to prevent unauthorized access to
the data provided by CMS, | agree that the only entifies autharized to have access to the data are CMS, the RRE or its authorized agend for
Mandatory Reporting. RRES must ensure that agents reporting on behalf of multiple RRES will segregate data reported on behalf of sach
unique RRE to limit access o only the RRE and CMS and the agent. Further, RREs must ansure that access by the agent is limited to
Instances where itis acting salely on behalf of the unigue RRE onwhose behalf the dala was obtained. | agree that the authorized
representatives of CMS shall be granted access 10 premises whers the Medicars data |5 being kept for the purpose of inspecting security
arrangemenis confirming whether the RRE and its duly authorized agent, if any, is in compliance with the security requiremants spacified
abowe, Access to the records matched and to any records created by the matching process shall be restricled to authorized CMS and RRE
employees, agents and oficksls who require actess to parform thelr oficial duties in accondance with e uses of the information as
authorized under Section 111 of the MMSEA of 2007, Such personnel shall be advised of (1) the confidential nature of the information, ()
safeguards required to protect the information, and (3) the administrative, civil and criminal penalties for noncompliance contained in
applicable Federal laws.

LAccagt

lin

Slide notes
The Login Warning page displays, detailing the Data Use Agreement (DUA).
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(o, AT Section 111
—_—— Mandatory Reporting

About This Site CMS Links Hew Tao... Reference Materials Contact Us

Login Warning

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This Web site is maintained by the U S Government and is protected by federal law. Use of this computer system without authonty or in
excess of granted authority, such a5 access through use of another's Login 1D andfor password, may be in violation of faderal law, including
the False Claims Act, the Computer Fraud and Abuse Al and other relevant provisions of fedaral cil and eriminal law. Vialators will be
subject to administrative disciplinary action and civil and criminal penalties including civil monetary penatties,

Far site secunty purposes we employ software programs to monitor and identify unauthorized access, unauthonzed atternpts to
upload or change information, or attempts 1o otherwise cause damage. In the event of authonzed law enforcement investigations, and
pursuant 1o any required legal process, infarmation from these sources may be used to help |den‘t|fy an indwdual and may be used
for admimistratve, cimanal or other adverse action. LOG OFF IMMEDIATELY o you do not agree to the condifions stated i this
Warning,

Privacy Act Statement

The collection of this infarmation is authornized by 42 US.C1395¢b)(T) & (B). Tha inforrnation collectad will be used 10 identify and recovar
past mistaken Medicare primary paymants and to prevent Medicara from making mistakes in the future for those Medicare Secondary Payer

situations thal continue to exst
SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

1 agree to establish and implement proper safeguards against unauthorized use and disclosure of the data exchanged for the purposes of
complying with the Medicare Secondary Payer Mandatory Reporting Provisions in Section 111 of the Medicare, Medicald and SCHIP
Extension Act (MMSEA) of 2007. Proper safequards shall intlude the adoption of policies and procedunes to ensura that the data obtained
shall be used solely in accordance with Section 1106 of the Social Secunty Act (42 US.C § 1308), Section 1874(b) of the Social Security Act
[42 US.C. % 1395k)), Section 1862(0) of the Social Security Act[42 L.S.C.§ 1395y(0)), and the Privacy Act of 1974, as amended [SUSC. &
S52a). The Responsible Reporting Entity (RRE) and its duly authorized agent for this Section 111 reparing, if ary, shall establish appropriate
administrative, tachnical, precadural, and physical safaguards to protect the confidentiality of the data and to prevent unauthorized access to
the data provided by CMS, | agree that the only entifies autharized to have access to the data are CMS, the RRE or its authorized agend for
Mandatory Reporting. RRES must ensure that agents reporting on behalf of multiple RRES will segregate data reported on behalf of sach
unique RRE to limit access o only the RRE and CMS and the agent. Further, RREs must ansure that access by the agent is limited to
Instances where itis acting salely on behalf of the unigue RRE onwhose behalf the dala was obtained. | agree that the authorized
representatives of CMS shall be granted access 10 premises whers the Medicars data |5 being kept for the purpose of inspecting security
arrangemenis confirming whether the RRE and its duly authorized agent, if any, is in compliance with the security requiremants spacified
abowe, Access to the records matched and to any records created by the matching process shall be restricled to authorized CMS and RRE
employees, agents and oficksls who require actess to parform thelr oficial duties in accondance with e uses of the information as
authorized under Section 111 of the MMSEA of 2007, Such personnel shall be advised of (1) the confidential nature of the information, ()
safeguards required to protect the information, and (3) the administrative, civil and criminal penalties for noncompliance contained in
applicable Federal laws.

LAccagt

lin

Slide notes
The Login Warning page may be printed by clicking the Print this page link in the upper right corner of the page.
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CTS, Section 111
———— Mandatory Reporting

About This Site CMS Links How Tao... Reference Materials Contact Us

Login Warning

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This Web site is maintained by the U S Government and is protected by federal law. Use of this computer system without authonty or in
extess of granted authanty, such as access through use of anather's Login ID andior password, may be in violation of federal law, including
the False Claims Act, the Computer Fraud and Abuse Al and other relevant provisions of fedaral cil and eriminal law. Vialators will be
subject to administrative disciplinary action and civil and criminal penalties including civil monetary penatties,

Far site secunty purposes we employ software programs to monitor and identify unauthorized access, unauthonzed atternpts to
upload or change information, or attempts 1o otherwise cause damage. In the event of authonzed law enforcement investigations, and
pursuant 1o any required legal process, infarmation from these sources may be used to help |den‘t|fy an indwdual and may be used
for admimistratve, cimanal or other adverse action. LOG OFF IMMEDIATELY o you do not agree to the condifions stated i this
Warning,

Privacy Act Statement

The collection of this infarmation is authornized by 42 US.C1395¢b)(T) & (B). Tha inforrnation collectad will be used 10 identify and recovar
pasi mistaken Medicare primary payments and fo prevent Medicara from making mistakes in the future for those Medicare Sacondary Payer

situations thal continue to exst
SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

1 agree to establish and implement proper safeguards against unauthorized use and disclosure of the data exchanged for the purposes of
complying with the Medicare Secondary Payer Mandatory Reporting Provisions in Section 111 of the Medicare, Medicald and SCHIP
Extension Act (MMSEA) of 2007. Proper safequards shall intlude the adoption of policies and procedunes to ensura that the data obtained
shall be used solely in accordance with Section 1106 of the Social Secunty Act (42 US.C § 1308), Section 1874(b) of the Social Security Act
[42 US.C. % 1395k)), Section 1862(0) of the Social Security Act[42 L.S.C.§ 1395y(0)), and the Privacy Act of 1974, as amended [SUSC. &
S52a). The Responsible Reporting Entity (RRE) and its duly authorized agent for this Section 111 reparing, if ary, shall establish appropriate
administrative, tachnical, precadural, and physical safaguards to protect the confidentiality of the data and to prevent unauthorized access to
the data provided by CMS, | agree that the only entifies autharized to have access to the data are CMS, the RRE or its authorized agend for
Mandatory Reporting. RRES must ensure that agents reporting on behalf of multiple RRES will segregate data reported on behalf of sach
unique RRE to limit access o only the RRE and CMS and the agent. Further, RREs must ansure that access by the agent is limited to
Instances where itis acting salely on behalf of the unigue RRE onwhose behalf the dala was obtained. | agree that the authorized
representatives of CMS shall be granted access 10 premises whers the Medicars data |5 being kept for the purpose of inspecting security
arrangemenis confirming whether the RRE and its duly authorized agent, if any, is in compliance with the security requiremants spacified
abowe, Access to the records matched and to any records created by the matching process shall be restricled to authorized CMS and RRE
employees, agents and oficksls who require actess to parform thelr oficial duties in accondance with e uses of the information as
authorized under Section 111 of the MMSEA of 2007, Such personnel shall be advised of (1) the confidential nature of the information, ()
safeguards required to protect the information, and (3) the administrative, civil and criminal penalties for noncompliance contained in
applicable Federal laws.

LAccagt

lin

Slide notes
Review the Data Use Agreement. To proceed, click the | Accept link.
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CATS, Section 111
St Mandatory Repor
About This She CMS Links How Ta... Reference Materials Contact Us

Welcome to the Section 111 COB Secure Web site (COBSW)

This site provides an interface for Responsible Repoting Entties (RREs) impacted by the Medicare Secondary Payer (M3P)
reparting mandated by Section 111 of the Medicare, Madicaid and SCHIP Extension Act (MMSEA) of 2007 (P.L 110:173) to
register their organization with the Centers for Madicare and Medicaid Senices (CMS). This COBSW site also prowdes RREs and
their agents with the ability ta submit files_ review the status of curent file submissions, collect generated response files, and
rewview statistical information related to file submissions

All implemnentation instructions are available on CMS' dedicated Section 111 Web page at www cms. hhs gowMandatoryinsRep
Deetailed ingtructions are included in both the Section 111 GHP and Liability Insurance (Including Self-Insurance), No-Fault, and
‘Workers' Compensation User Guides.

Section 111 Messages

The site will be down on Friday, July 11, 2010 from & p.m. to Saturday, July 12, 2010 at 12 a.m. for routine maintenance. Somy for the
inconvenence,

GETTING STARTED

For more information, refer to How To Get Started under the How To menu option

Account Login

User Mame: |

* Forgof Login ID »»

Password: |

»» Forgot Password 3

Slide notes

The Section 111 COB Secure Web site Login page displays.
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CATS, Section 111
T Mandatory Reporting

e

About This She CMS Links How Ta... Reference Materials Contact Us

Welcome to the Section 111 COB Secure Web site (COBSW)

This site provides an interface for Responsible Repoting Entties (RREs) impacted by the Medicare Secondary Payer (M3P)
reparting mandated by Section 111 of the Medicare, Madicaid and SCHIP Extension Act (MMSEA) of 2007 (P.L 110:173) to
register their organization with the Centers for Madicare and Medicaid Senices (CMS). This COBSW site also prowdes RREs and
their agents with the ability ta submit files_ review the status of curent file submissions, collect generated response files, and
rewview statistical information related to file submissions

Al implernentation instructions are available on CMS' dedicated Section 111 Web page at www cms hhs gowMandatorylngRep
Deetailed ingtructions are included in both the Section 111 GHP and Liability Insurance (Including Self-Insurance), No-Fault, and
‘Workers' Compensation User Guides.

Section 111 Messages

The site will be down on Friday, July 11, 2010 from & p.m. to Saturday, July 12, 2010 at 12 a.m. for routine maintenance. Somy for the
nconvenence.

GETTING STARTED
For more information, refer to How To Get Started under the How To menu option

Account Login

User Mame: |

* Forgof Login ID »»

Password: |

»» Forgot Password 3

Slide notes

The Section 111 Messages area of the Login page may contain important system messages.
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CATS, Section 111 @
— Mandatory Reporting
About This She CMS Links How Ta... Reference Materials Contact Us

Welcome to the Section 111 COB Secure Web site (COBSW)

This site provides an interface for Responsible Repoting Entties (RREs) impacted by the Medicare Secondary Payer (M3P)
reparting mandated by Section 111 of the Medicare, Madicaid and SCHIP Extension Act (MMSEA) of 2007 (P.L 110:173) to
register their organization with the Centers for Madicare and Medicaid Senices (CMS). This COBSW site also prowdes RREs and
their agents with the ability ta submit files_ review the status of curent file submissions, collect generated response files, and
rewview statistical information related to file submissions

Al implernentation instructions are available on CMS' dedicated Section 111 Web page at www cms hhs gowMandatorylngRep
Deetailed ingtructions are included in both the Section 111 GHP and Liability Insurance (Including Self-Insurance), No-Fault, and
‘Workers' Compensation User Guides.

Section 111 Messages

GETTING STARTED
For more information, refer to How To Get Started under the How To menu option

Mew Registration mp Account Setup =

Account Login

User Name: | UserNam

» Forgot Login 1D ¥

Passworg: [ (TTTTTIT]

»» Forgot Password 3

Slide notes

Enter your Login ID in the User Name field and your Password in the Password field, and click Continue.
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cnrs, Section 111
= Mandatory Reporting @

Saic Winho st

About This Site CMS Links How To... Reference Materials Contact Us
Home Log off
RRE Listing

This page ksts all the Responadis Reponing entfcation Numbers (RRE D) with whah you re 8530Cated. You can select from the Actons
avadable in the drop-down meny ned 1o each RRE D. Clck on the down amow, select an action from the lst and then cick on the Go bution,

To search for a specific RRE enter the RRE ID and click on the Search button. To refresh the complste st of RREs with which you are associabed, clck I_}I
on the Refresh RRE Listing bution =) print this cage
The RRE Listing i sorted by RRE D

I'd like to...
RRE 1D | Search | Refresh RRE Listing | i AR
4 items found, displaying all items 1 Change Password
RRE 1D Name Status Submsn Period  Reporting Option Actions "
36184 Tasing Company PROD 3 Basic |Please Select | Go|
36188 Acme 1 Setup 3 Basic |Please Select =] Gol

& Srcuss asra

Privacy Polcy | User Agreement

Slide notes
The RRE Listing page displays. You will learn more about this page later in this course.
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Forgot Login ID

* Use Forgot Login ID function
* Enter E-mail address
* Correctly answer security questions

* Login ID E-mailed

— Contact EDI Representative if not E-mailed within
24 hours

Slide notes

If you forget your Section 111 COBSW Login ID, you may click on the “Forgot Login ID” function under the
Account Login box on the Home page.

The system will request that you enter your E-mail address and answer the security questions provided during
registration. After correctly answering the questions,

your Login ID will be sent to you via E-mail. If you do not receive your E-mail within 24 hours, please contact your
assigned Electronic Data Interchange (EDI) Representative.
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Account Login
User Name:
» Forgot Login ID »»
Password:
» Forgot Password »»
[ Continue H Clear ‘
Slide notes

On the Login screen, click the Forgot Login ID link in the Account Login box.
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Forgot Login ID

Please provide your e-mail address:

E-mail address:”

email@com pany.com

Continue | [ Cancal

Slide notes

This displays the Forgot Login ID page. Enter your E-mail address and click Continue.
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Forgot Login ID

Please provide the answers to your security guestions:

* Required
What city were you born? MNew York ‘

What is your father's middle name? | Lee

Caontinue ][ Cancel ]

Slide notes

The screen then re-displays with the two Security Questions you selected during the registration process.
Correctly answer each of your pre-selected Security Questions and then click the Continue button.
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Forgot Login ID

Please provide the answers to your security guestions:

* Required
What city were you born? MNew York "

What is your father's middle name? | Lee

Caontinue ][ Cancel ]

Slide notes
If the information you entered is correct, your Login ID will be sent via E-mail.
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Forgot Login ID

Please provide the answers to your security guestions:

* Required
What city were you born? MNew York ‘

What is your father's middle name? | Lee -

Caontinue ][ Cancel ]

Slide notes

If you receive an error indicating that the answers are incorrect, check your answers and re-enter the corrected
values. If you cannot remember the answers to your Security Questions, contact your assigned EDI
Representative.
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Thank You

You have successfully requested your Login ID for the Section 111 COB Secure Web site (COBSW).
NEXT STEPS

You will receive and E-mail once your Login ID request is processed. The E-mail will contain your Login
ID.

Please note: The E-mail message will be sent from a notification-only address that cannot accept
incoming E-mail. Please do not reply to it.

If you do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or call
the COBC EDI Department at 646-458-6740. EDI Representatives are available to assist you Monday
through Friday, excluding Federal holidays, from 9:00 a.m. to 5:00 p.m. Eastern Time.

Section 111 Home

Slide notes

The Thank You page displays if your answers are correct. This page confirms that you have successfully
requested your Login ID.

Page 20 of 53



Basic Functions Sunday, March 31, 2013

Slide 21 - of 53

Thank You

You have successfully requested your Login ID for the Section 111 COB Secure Web site (COBSW).
NEXT STEPS

You will receive and E-mail once your Login ID request is processed. The E-mail will contain your Login
ID.

Please note: The E-mail message will be sent from a notification-only address that cannot accept
incoming E-mail. Please do not reply to it.

If you do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or call
the COBC EDI Department at 646-458-6740. EDI Representatives are available to assist you Monday
through Friday, excluding Federal holidays, from 9:00 a.m. to 5:00 p.m. Eastern Time.

Section 111 Home

Slide notes

You will then receive an E-mail containing your Login ID. After receipt of the E-mail, please return to the Section
111 COBSW and login using your Login ID and Password.
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Forgot Password

* Use Forgot Password function
* Enter Login ID
* Correctly answer security questions

* Temporary Password E-mailed

— Contact EDI Representative if not E-mailed within
24 hours

Slide notes

If you forget your Section 111 COBSW Password, you may click on the “Forgot Password” link under the
Password box on the Home page. The system will request

that you enter your Login ID and answer the security questions provided during registration. After correctly
answering the questions, your temporary Password will

be sent to you via E-mail. If you do not receive your E-mail within 24 hours, please contact your assigned EDI
Representative.
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Account Login
User Name:
» Forgot Login ID »»
Password:
» Forgot Password »»
[ Continue H Clear ‘
Slide notes

On the Login screen, click the Forgot Password link under the Password box on the Home page.
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Forgot Password

Plecse provide your Login iD:
" Heguired

Login ID:*

LogriZ

Contrue ]| Cancel ]

Slide notes

This displays the Forgot Password page. Enter your Login ID and click Continue.
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Forgot Password

Please provide the answers to your security guestions:

* Required
What city were you born? MNew York ‘

What is your father's middle name? | Lee -

Caontinue ][ Cancel ]

Slide notes

The screen then re-displays with the two Security Questions you selected during the registration process.
Correctly answer each of your pre-selected Security Questions and then click the Continue button.
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Forgot Password

Please provide the answers to your security guestions:

* Required
What city were you born? MNew York "
What is your father's middle name? | Lee -

Caontinue ][ Cancel ]

Slide notes

If the information you entered is correct, your new temporary Password will be sent via E-mail.
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Forgot Password

Please provide the answers to your security guestions:

* Required
What city were you born? MNew York ‘

What is your father's middle name? | Lee -

Caontinue ][ Cancel ]

Slide notes

If you receive an error indicating that the answers are incorrect, check your answers and re-enter the corrected

values. If you cannot remember the answers to your Security Questions, contact your assigned EDI
Representative.
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Password Change Successful

Your password for the Section 111 COB Secure Web site (COBSW) has heen successfully reset
NEXT STEPS
You will raceiva an E-mail with a temporary password and instructions to follow.,

Please note: The E-mail message will be sent from a notification-only address that cannot accept incoming E-
mail. Please do not rephy to it

Ifyou do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or call the
COBC EDI Department at 646-458-6740. EDI Representatives are available to assist you Monday throuah Friday,
excluding Federal holidays, from 9:00 a.m. to 5:00 p.m, Eastern Time.

Slide notes

The Password Change Successful page displays, indicating that the system has generated a temporary
Password and has sent it to your registered E-mail address.
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Password Change Successful

Your password for the Section 111 COB Secure Web site (COBSW) has heen successfully reset.
NEXT STEPS
You will raceiva an E-mail with a temporary password and instructions to follow.,

Please note; The E-mail message will be sent from a notification-only address that cannot accept incoming E-
mail. Please do not rephy to it

Ifyou do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or call the
COBC EDI Department at 646-458-6740. EDI Representatives are available to assist you Monday throuah Friday,
excluding Federal holidays, from 9:00 a.m. to 5:00 p.m, Eastern Time.

Slide notes

Click Continue at the bottom of the page to return to the Login Warning page.
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Password Change Successful

Your password for the Section 111 COB Secure Web site (COBSW) has heen successfully reset
NEXT STEPS
You will raceiva an E-mail with a temporary password and instructions to follow.,

Please note: The E-mail message will be sent from a notification-only address that cannot accept incoming E-
mail. Please do not rephy to it

Ifyou do not receive your E-mail within 24 hours, please contact your assigned EDI Representative or call the
COBC EDI Department at 646-458-6740. EDI Representatives are available to assist you Monday throuah Friday,
excluding Federal holidays, from 9:00 a.m. to 5:00 p.m, Eastern Time.

Slide notes

You must change your temporary Password the next time you login to the Section 111 COBSW. You will learn
more about how to change your Password later in this course.

Page 30 of 53



Basic Functions Sunday, March 31, 2013

Slide 31 - of 53

RRE Listing Page

* Functions as the main processing screen
— Home link returns to the RRE Listing page
— Logoff returns to the Login Warning page

e Lists associated RRE IDs
— RREID

— Company name

— RRE status

— Submission period

— Reporting Option (for GHP RREs)
— Actions

Slide notes

The RRE Listing page is the first page displayed after a successful login. This page functions as the main
processing screen or Home page.

From this page, a valid Section 111 User can initiate any of the Section 111 COBSW processes, manage
personal information, change their Password and logoff the Section 111 COBSW.

The RRE Listing page lists all the RRE IDs to which you are associated. For each assigned RRE ID, the
following information is displayed:

RRE ID (Responsible Reporting Entity Identification Number); Company Name associated with the RRE ID;
Status of the RRE — Setup, Ready to Test, or Production;

Submission period - 1-12 for file submissions, 0 for Direct Data Entry (DDE); Reporting Option — Basic or
Expanded for Group Health Plan (GHP) RREs;

Actions — dropdown box of available Actions. Actions displayed depend on your user role for the RRE ID
(Account Manager or Account Designee).
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This page ksts all the Responadis Reponing entfcation Numbers (RRE D) with whah you re 8530Cated. You can select from the Actons
avadable in the drop-down meny ned 1o each RRE D. Clck on the down amow, select an action from the lst and then cick on the Go bution,

To search for a specific RRE enter the RRE ID and click on the Search bution. To refresh the complete list of RREs with which you are associabed, click
on the Refresh RRE Listing bution

cnrs, Section 111 @
L7 Mandatory Reporting
About This Site CMS Links How To... Reference Materials Contact Us =
Home Log off
RRE Listing

|
R
=) print this cage

The RAE Listing i sorted by RRE D
I'd like to...
RRE ID: [ Search | Refresh RRE Listing | Qe e
4 items found, displaying all items.1 Change Password
RRE 1D Name Status Submsn Period  Reporting Option Actions "
36184 Tasing Company PROD 3 Basic |Please Select =l El
36188 Acme 1 Setup 3 Basic |Please Select =] io_’
& SEcuRE AReA
Privacy Polcy | User Agreement
Slide notes

The RRE Listing page is displayed.
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Account Manager Actions

» Actions dropdown menu
— Beneficiary Lookup
— RRE Information

— File Processing Results
— Upload File

— Test File Results

— Designee Maintenance

— View Account Activity
— Register for DDE

— New Claim
— Claim Listing

Slide notes

When the RRE’s Account Manager accesses the RRE Listing page, they can select one of the following options
from the Actions dropdown menu for each RRE ID listed on this page:

Beneficiary Lookup - Search for specific beneficiaries (for all RREs except DDE users);

RRE Information - View or update information for the associated RRE; File Processing Results - Monitor
production file submission processing and history and download response files using the HTTPS method;

Upload File - Upload GHP or Non-Group Health Plan (NGHP) test and production files using the HTTPS method;
Test File Results - View results of test file submissions (for RREs set up with file transmission only);

Designee Maintenance - View, delete, edit, or add an Account Designee; View Account Activity - View account
activity detail;

Register for DDE - Change claim submission method to DDE (for NGHP RREs currently set up with file
transmission methods only);

New Claim - Enter a new claim using DDE (DDE method only); Claim Listing - View, edit or delete a DDE claim
(DDE method only).
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Actions

Designee Maintenance %

Flease Select

FEREE Intormation

File Processing Fesults
Test File Besulis
Upload File
Llesignee kMaintenance

Wiew Account Activity

Slide notes

To access a function, the Account Manager will select an Action and click on Go.
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Account Designee Actions

» Actions dropdown menu
— Beneficiary Lookup
— File Processing Results

— Upload File

— Test File Results

— View Account Activity
— Register for DDE

— New Claim

— Claim Listing

Slide notes

When any of the RRE’s Account Designees accesses the RRE Listing page, they can select one of the following
options from the Actions dropdown menu for each RRE ID listed on this page:

Beneficiary Lookup - Search for specific beneficiaries (for all RREs except DDE users);

File Processing Results - Monitor production file submission processing and history and download response files
using the HTTPS method;

Upload File - Upload GHP or NGHP test and production files using the HTTPS method; Test File Results - View
results of test file submissions (for RREs set up with file transmission only);

View Account Activity - View account activity detail; Register for DDE - Change claim submission method to DDE
(for NGHP RREs currently set up with file transmission methods only);

New Claim - Enter a new claim using DDE (DDE method only); Claim Listing - View, edit or delete a DDE claim
(DDE method only).
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Actions
File Frocessing Results v
Flease Select

File Processing Results
Test File Results

Lpload File
Yiew Account Activity

Slide notes
To access a function, the Account Designee will select an Action and click on Go.
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Change Password

* Passwords for the Section 111 COBSW must be
changed every 60 days

* Must login to application to change Password
* The COBC recommends that you change your
Password once per month

* Note: If user changes Password in a COBSW
application, it is changed in all COBSW applications

Slide notes

Passwords for the Section 111 COBSW must be changed every 60 days. You must login to the Section 111
application on the COBSW in order to change your Password.

The Coordination of Benefits Contractor (COBC) recommends that you login to the Section 111 COBSW and
perform the Change Password function once a month to avoid Password expiration.

Note: If a user changes their password in a COBSW application, it will be changed in all COBSW applications.
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CATS Section 111 @

e Mandatory Reporting
About This Site CMS Links How To... Reference Materials Contact Us ——
Home Log off
RRE Listing

This page ksts all the Responadis Reponing entfcation Numbers (RRE D) with whah you re 8530Cated. You can select from the Actons
avadable in the drop-down meny ned 1o each RRE D. Clck on the down amow, select an action from the lst and then cick on the Go bution,

To search for a specific RRE enter the RRE ID and click on the Search button. To refresh the complste st of RREs with which you are associabed, clck | }I
on the Refresh RRE Listing bution =) print this cage
The RRE Listing i sorted by RRE D
I'd like to...
RRE ID: [ Search | Refresh RRE Listing | Qe e e
4 items found, displaying all items 1 Change Password
RRE 1D Name Status Submsn Period  Reporting Option Actions "
36184 Tasing Company PROD 3 Basic |Please Select | Go|
35188 Acme 1 Setup 3 Basic IPlease Select 3 GOI

& Srcuss asra

Privacy Polcy | User Agreement

Slide notes

On the RRE Listing page, click the Change Password link in the Account Settings box on the right side of the
page.
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Change Password

" Required
Choose your password carefully.

= Password must be 8 characters in length
a  Password cannot contain your Login (D

= Password must be at least one upper case letter, one lower case letter, and one
numeric digit

s Password must be different from the last 6 passwords
»  The first character of your password may not be numerc [0-3)
s Password cannot be changed more than once per day

= Pasgzword cannot contain a reserved word (See Help About This Page for a complete
list)

Current Password:™
MNew Password,”
Re-enter New Password:™

Continue | * Cancel |

Slide notes

This displays the Change Password page.
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Change Password

" Required
Choose your password carafully

= Password must be 8 characters in length
= Password cannot contain your Login D

»  Password must be at least one upper case latter, one lower case letter, and one
numeric digit

s Password must be different from the last 6 passwords
»  The first character of your password may not be numerc [0-3)
s Password cannot be changed more than once per day

= Pasgzword cannot contain a reserved word (See Help About This Page for a complete
list)

Curment Password:” ssssssas
MNew Password,” I —
Re-enter Mew Password® = |sssssses

Continue Cancel

Slide notes

Enter your current Password. Enter and re-enter a new Password that meets the requirements specified in the
Section 111 COBSW User Guide and then click Continue.
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Section 111
Mandatory Reporting

_Password Change Successful

Yaur password has been changed successfully. You will be required to use the new password the next
time you Login to the Section 111 Mandatory Reporting Secure Web Site

Slide notes

The Password Change Successful page displays.
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Section 111
Mandatory Reporting

_Password Change Successful

Yaur password has been changed successfully. You will be required to use the new password the next
time you Login to the Section 111 Mandatory Reporting Secure Web Site

Slide notes

Click Continue to go to the RRE Listing page.
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Update Personal Information

* Personal information recorded during registration

— Name

— Job Title

— E-mail Address

— Company Address

— Company Phone Number

— Company Fax Number

« May be updated/changed

Slide notes

Your personal information is recorded during your initial registration process. This includes your name, job title,
E-mail address, company address, company phone number, and company fax number.

However, this information may be updated and changed, if necessary.
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=25 Mandeiory Reporting ®
About This Site CWS Links How To... Reference Materials Contact Us ——
Home Log off
RRE Listing

This page ksts all the Responadis Reponing entfcation Numbers (RRE D) with whah you re 8530Cated. You can select from the Actons
avadable in the drop-down meny ned 1o each RRE D. Clck on the down amow, select an action from the lst and then cick on the Go bution,

To search for a specific RRE enter the RRE ID and click on the Search button. To refresh the complste st of RREs with which you are associabed, clck | }I
on the Refresh RRE Listing bution =) print this cage
The RRE Listing i sorted by RRE D
I'd like to...
RRE ID: [ Search | Refresh RRE Listing | Qe e e
4 items found, displaying all items 1 Change Password
RRE 1D Name Status Submsn Period  Reporting Option Actions "
36184 Tasing Company PROD 3 Basic |Please Select | Go|
35188 Acme 1 Setup 3 Basic IPlease Select 3 GOI

& Srcuss asra

Privacy Polcy | User Agreement

Slide notes

On the RRE Listing page, click the Manage Personal Information link in the Account Settings box on the right
side of the page.
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Manage Personal Information
* Required
First Narme:™ John
Last Name:" Srrith
Job Title:* Manager
E-mail Address:” jsmith@abeccom
E-mail Address:” jsmith@abc.com
Company Address
Street Line 1.7 123 Test Street
Street Line 2: Suite 200
City, State, Zip:* Balimore , IMD w (21204 i
Company Telephone;™ (800 NELE - (2000 ext (283
Company Fax (410 ) 222 - 13333
Continue ] | Cancel

Slide notes
This displays the Manage Personal Information page.
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Manage Personal Information
* Required
First Narme:™ John
Last Name:" Srrith
Job Title:* Manager
E-mail Address:” jsmith@abeccom
E-mail Address:” jsmith@abc.com
Company Address
Street Line 1.7 123 Test Street
Street Line 2: Suite 200
City, State, Zip:* Balimore , IMD w (21204 i
Company Telephone;™ (800 NELE - (2000 ext (283
Company Fax (410 ) 222 - 13333
Continue ] | Cancel

Slide notes
Your current personal information is displayed on this page.
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Manage Personal Information
* Required
First Narme:™ John
Last Name:" Srrith
Job Title:* Manager
E-mail Address:” jsmith@abeccom
E-mail Address:” jsmith@abc.com
Company Address
Street Line 1.7 123 Test Street
Street Line 2: Suite 200
City, State, Zip:* Balimore , IMD w (21204 i
Company Telephone;™ (800 NELE - (2000 ext (283
Company Fax (410 ) 222 - 13333
Continue ] | Cancel

Slide notes
After making any necessary changes, click the Continue button at the bottom of the page.
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Personal Information Update Confirmation

Your personal information has been updated successfully. Please click the 'Continue’ button to return to
the RRE Listing page.

Jobin Smith

Manager

123 Street

Towesan, WD 21204
EIMITIMNG 1234567849
Telephone: (800% 234-56748
Fax (410) 333-9000

Email: jsmithi@abc.cam

Slide notes

This displays the Personal Information Update Confirmation page which lists all of your personal information,
including modifications.
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Personal Information Update Confirmation

Your personal information has been updated successfully. Please click the 'Continue’ button to return to
the RRE Listing page.

Jobin Smith

Manager

123 Street

Towesan, WD 21204
EIMITIMNG 1234567849
Telephone: (800% 234-56748
Fax (410) 333-9000

Email: jsmithi@abc.cam

Slide notes

Click the Continue button to return to the RRE Listing page. The system then generates and sends you an E-
mail, indicating that your personal information has been changed.
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Log Off
* Click the Log off link

Slide notes

When you have finished using the Section 111 COBSW, click on the Log off link at the top of any page.
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cnrs/
== |
About This Site CMS Links
Home Log off
Slide notes

From any page, click the Log off link at the top of the screen.
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CATS, Section 111 .
= Mandatory Reporting

About This Site CMS Links Hew Tao... Reference Materials Contact Us

Login Warning

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This Web site is maintained by the U S Government and is protected by federal law. Use of this computer system without authonty or in
excess of granted authority, such a5 access through use of another's Login 1D andfor password, may be in violation of faderal law, including
the False Claims Act, the Computer Fraud and Abuse Al and other relevant provisions of fedaral cil and eriminal law. Vialators will be
subject to administrative disciplinary action and civil and criminal penalties including civil monetary penatties,

Far site secunty purposes we employ software programs to monitor and identify unauthorized access, unauthonzed atternpts to
upload or change information, or attempts 1o otherwise cause damage. In the event of authonzed law enforcement investigations, and
pursuant 1o any required legal process, infarmation from these sources may be used to help |den‘t|fy an indwdual and may be used
for admimistratve, cimanal or other adverse action. LOG OFF IMMEDIATELY o you do not agree to the condifions stated i this
Warning,

Privacy Act Statement

The collection of this infarmation is authornized by 42 US.C1395¢b)(T) & (B). Tha inforrnation collectad will be used 10 identify and recovar
past mistaken Medicare primary paymants and to prevent Medicara from making mistakes in the future for those Medicare Secondary Payer

situations thal continue to exst
SAFEGUARDING & LIMITING ACCESS TO EXCHANGED DATA

1 agree to establish and implement proper safeguards against unauthorized use and disclosure of the data exchanged for the purposes of
complying with the Medicare Secondary Payer Mandatory Reporting Provisions in Section 111 of the Medicare, Medicald and SCHIP
Extension Act (MMSEA) of 2007. Proper safequards shall intlude the adoption of policies and procedunes to ensura that the data obtained
shall be used solely in accordance with Section 1106 of the Social Secunty Act (42 US.C § 1308), Section 1874(b) of the Social Security Act
[42 US.C. % 1395k)), Section 1862(0) of the Social Security Act[42 L.S.C.§ 1395y(0)), and the Privacy Act of 1974, as amended [SUSC. &
S52a). The Responsible Reporting Entity (RRE) and its duly authorized agent for this Section 111 reparing, if ary, shall establish appropriate
administrative, tachnical, precadural, and physical safaguards to protect the confidentiality of the data and to prevent unauthorized access to
the data provided by CMS, | agree that the only entifies autharized to have access to the data are CMS, the RRE or its authorized agend for
Mandatory Reporting. RRES must ensure that agents reporting on behalf of multiple RRES will segregate data reported on behalf of sach
unique RRE to limit access o only the RRE and CMS and the agent. Further, RREs must ansure that access by the agent is limited to
Instances where itis acting salely on behalf of the unigue RRE onwhose behalf the dala was obtained. | agree that the authorized
representatives of CMS shall be granted access 10 premises whers the Medicars data |5 being kept for the purpose of inspecting security
arrangemenis confirming whether the RRE and its duly authorized agent, if any, is in compliance with the security requiremants spacified
abowe, Access to the records matched and to any records created by the matching process shall be restricled to authorized CMS and RRE
employees, agents and oficksls who require actess to parform thelr oficial duties in accondance with e uses of the information as
authorized under Section 111 of the MMSEA of 2007, Such personnel shall be advised of (1) the confidential nature of the information, ()
safeguards required to protect the information, and (3) the administrative, civil and criminal penalties for noncompliance contained in
applicable Federal laws.

LAccagt

lin

Slide notes

The system will then end your session and return you to the Section 111 COBSW Login Warning page. Once
the Login Warning page displays, you should close your browser.
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MEDICARE -
COORDINATION
OF BEHNEFITS

1ave completed the Section 111 COBSW Basic
Functions course. Information in this presentation
can be referenced by using the Section 111 COBSW
User Guide’s table of contents which can be

accessed after logging in to the Section 111 COBSW.

Slide notes
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